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To the Citizens of the Commonwealth, 

In January of this year, Governor Deval Patrick signed Executive Order 548 establishing a Cross-
Secretariat Task Force on School Safety and Security, with the Secretaries of the Executive Offices  
of Education, Health and Human Services, and Public Safety as co-chairs.  The Task Force held 
meetings in locations throughout the Commonwealth and heard from teachers, superintendents,  
parents, students, law enforcement and experts from a variety of fields who presented their research 
and discussed best practices.  This type of strategic cross-collaboration forced us to work outside silos. 
In many ways, this report is emblematic of the collaboration we expect to see happening at the  
municipal level as local communities work to strengthen school safety and security. 

We recognize that school safety decisions must be made at the local level and that resources vary 
from district to district.  This report is not intended to be an exhaustive list of practices and policies, 
but rather guidance on steps that you can take to ensure your school is positioned to prevent, prepare  
and respond to, as well as recover from an emergency.  In the pages that follow you will find a 
framework of options designed to help inform and strengthen those decisions.  Our recommendations 
are meant to set the stage for what is possible and to spark conversation and collaboration. It should 
go without saying, none of this is possible overnight and as a Commonwealth we will need time to 
fully achieve the goals we present here.  

Massachusetts leads the nation in student achievement, but we also know that children who do not feel 
safe at school suffer academically. It is incumbent upon us as adults to provide those safe learning  
environments within our schools so that our teachers can focus on closing achievement gaps and  
increasing opportunities. We say this throughout the report and re-iterate it here: Partnership – within 
school leadership, with parents, first responders, municipal officials, community service providers 
and law enforcement – is the key.     

Massachusetts is a great place to raise and educate a family. We are all committed to ensuring that 
all of our students attend a school that is safe, welcoming and nurturing. Thank you for being our 
partner in that work. 

Andrea J. Cabral
Secretary of  
Public Safety  

Matthew H. Malone
Secretary  

of Education  

John W. Polanowicz 
Secretary of Health and  

Human Services

July 2014

The Commonwealth of Massachusetts



dear fellow students:

As the student representative who was appointed to Governor Patrick’s 
school safety and security task Force I wanted to share with you what I 
learned through this process. We worked on ways to help schools, teachers,  
staff and students prevent, prepare, respond and recover from school safety  
issues. one of the most important things I learned is that students can 
and should be active participants in making sure our schools are safe and  
secure. our teachers are there to educate us, but they are also available to help 
us stay safe. there are teachers at all of our schools who care about students 
and want to have a positive relationship with them. you should feel encouraged  
to tell a teacher if you’re having trouble at home, school or somewhere else. 
We don’t need to deal with tough things on our own. Find someone you  
respect and trust. there is an adult that you can talk to no matter how tough 
things seem. When it comes to school safety, teachers and students can work 
together to create a safe and positive environment for everyone.

sincerely,

david Q. nguyen
everett High school
everett, Massachusetts
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1 | Introduction

Careful Planning is the Best Way to Ensure Schools are Safe Places to Learn

This report offers recommendations to Massachusetts school leaders, including public districts, charter schools, independent schools 
and parochial schools, on making schools safe without compromising educational goals. It was drafted by the School Safety and 
Security Task Force established by Governor Patrick in January 2014. This Task Force was charged with developing a framework to 
enhance school safety and security through synthesizing current wisdom and best practices from a range of disciplines. (Task Force 
members are listed on the inside cover.) Physical and psychological safety are both prerequisites for learning. The report seeks to 
identify strategies that:

“No child will be able to succeed academically if they don’t first feel  

safe in school. No teacher will be able to teach at their best if they aren’t  

confident there’s a plan in place to ensure their school is well prepared  

for an emergency.” – Governor deval Patrick, Jan. 16, 2014

IntRoDuctIon

reduce the risk of and improve  
the response to threats and  
hazards of all sorts.

enhance a school’s capacity  
to help students learn during  
regular school days.

1
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this report is meant as a ready guide for  

approaching policies and practices to ensure  

students both feel safe and are safe in K-12 schools. 

even though we are always in the midst of the 

emergency management cycle, we invite readers 

to take a moment to step back and learn about 

school emergency management from leading  

experts in education, law enforcement, fire,  

emergency medical, emergency management 

and trauma recovery services. 

Overview of Report

The Emergency Management Cycle (EMC) serves as the 
framework for this report. In section one, the focus is on district- 
level leadership, particularly the Emergency Management 
Team. Section One highlights the importance of this team  
collaborating among themselves and communicating with all 
other stakeholders. In particular, the Emergency Management 
Team provides its schools with directives for common safety 
protocols along with guidance on how to tailor these protocols 
to a particular school’s needs. 

In the following sections, the report takes up each of the  
components of the Emergency Management Cycle (below) and 
considers key issues and some best practices in each of them. 
Section Two looks at preventing hazards and threats, including: 
the importance of a positive school climate, design and mainte-
nance of school buildings, security measures, and fire safety. 

Section Three considers how to prepare for potential incidents 
at schools to ensure effective emergency response to any incident. 
It emphasizes the critical nature of setting up a school’s incident  
management structure as well as understanding those used 
by first responders. Next in this section, four essential whole 
school protocols are described: Evacuation, Shelter-in-Place, 
Lockdown, and Student Release. The importance of training 
in and exercising of these protocols is discussed.  Section Four 
looks at key issues in responding to an incident, with a focus on 
the role of school staff. 

In Section Five, key issues in preparing for recovery and  
recovering are reviewed. These are physical and psychological 
safety, physical facilities, and external communication. Finally,  
in Section Six, the task force offers recommendations for  
improving school emergency management at the building-,  
district- and state-level. 

Getting Ready

During the
 Incident

After the
 Incident

EmErgEncy  
managEmEnt  

cyclE
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Key Definitions for this Report 

IntRoDuctIon

The Emergency Management Cycle is a framework to plan for all aspects of emergency management.  

It is the framework mandated by the federal government and used most often by emergency responders. 

The PREVENT phase aims to avoid the occurrence of incidents or lessen the harm done by unavoidable incidents. Often 
this phase is called prevention and mitigation. Prevention refers to actions aimed at stopping incidents from occurring, 
while mitigation refers to actions aimed at reducing the harm done by unavoidable incidents.  For example, a monitored 
main entrance with all other external doors locked is a prevention strategy to keep intruders out. Reinforced concrete is 
a mitigation strategy to reduce harm from earthquakes.   (Page 11)

The PREPARE phase is the process of preparing for incidents.  Effective preparedness requires planning for worst-case  
scenarios.  It involves a continuous cycle of planning, practicing, and evaluating actions aimed at effective response to an 
incident.  Its goal is to minimize psychological and physical harm as incidents occur. Training and drills are a critical part 
of preparedness.  Note that the preparation and prevention phases occur at the same time and are on-going.   (Page 15)

The REsPoNd phase includes the steps taken to minimize harm to people and property during a particular incident.  
Its focus is on the short-term, direct effects of an incident and requires tight coordination and rapid action among all 
participants. This includes executing the emergency plans developed and practiced in the Prepare phase.   (Page 21)

The RECoVER phase is concerned with restoring the learning and teaching environment after an incident.  It is the process 
of mending the physical and psychological health of school community members, as well as restoring its physical facilities 
to re-establish a positive learning environment. Its aim is to develop and implement plans to ensure school services and 
facilities are restored. In addition, recovery includes evaluating the incident and the response to it in order to revise and 
improve Safety Plans.  (Page 25)

The Emergency Management Cycle: Prevent, Prepare, Respond, and Recover

HAzARDS:  
Situations involving risk of harm to people or property. Hazards 
include naturally, technologically, or human-caused incidents. 

THREATS: 
A sub-set of hazards. Refers to the risk of an incident  
occurring where a person(s) intentionally causes harm  
to self or others. For example, physical attacks with or  
without a weapon, violent intruder, terrorism, bomb threat.  

InCIDEnT:  
An occurrence of a hazard or threat. Other terms often used 
include ‘event,’ ‘crisis,’ ‘emergency.’

EMERGEnCY MAnAGEMEnT DIRECTOR:  
Every city and town in the Commonwealth has an appointed 
Emergency Management Director who is responsible for  
coordinating the community’s efforts to prevent, prepare  
for, respond to and recover from incidents of all sorts.  

The Emergency Management Director works with local police, 
fire, emergency medical services, public health, building  
officials and other municipal leaders as well as members  
of the private and non-profit sectors to build an effective  
emergency management program.   

FIRST RESPOnDERS:  
Personnel who first arrive at the scene of an incident and take 
action to save lives, protect property and meet basic human 
needs.  This includes law enforcement, fire, emergency  
medical, emergency management and public health personnel.

SCHOOL RESOURCE OFFICERS (SRO):  
The SRO is a commissioned law enforcement officer who is 
specially trained to work within a school community to prevent 
and respond to unlawful behavior, including disorderly or violent 
acts.  An SRO’s roles include educator, informal counselor and 
law enforcement officer. (see p. 9 for more information on SRO’s)
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Below are three laws directed specifically at 
school safety. note there are not yet any laws 
addressing shelter-in-place, lockdown, or 
family reunification plans. Future legislative  
deliberations should be encouraged to  
consider streamlining requirements into one 
comprehensive law.  

I. Multi-Hazard Evacuation Plans for Schools

(Section 363 of Chapter 159 of the Acts of 2000). This law  
requires that the superintendent of each school district  
meet with the fire and police chiefs to formulate a school 
specific, “multi-hazard evacuation plan” for each school 
under the superintendent’s supervision. The multi-hazard 
evacuation plan must include fire and hazardous storms 
or disasters, as well as shootings, bomb threats, or terrorist  
activities. The evacuation plan must be designed  
specifically for each building and include: 1) a crisis 
response team; 2) a designated manager of an incident, 
as well as substitutes; 3) a communication plan; and 4) 
protocols for safe and effective evacuations. 

II. Medical Emergency Response Plan for Schools 

(Chapter 77 of the Acts of 2012). All public elementary,  
middle, secondary, and charter schools are required 
to develop a Medical Emergency Response plan. The  
purpose of the plan is to: 1) reduce the incidence of  
life-threatening emergencies and 2) promote efficient 
responses to such emergencies. Though the district may 
have an overall plan and protocols, each school must 
have its own Medical Emergency Response plan with  
details specific to its location and education program.  
The plan must be developed in consultation with the 
school nurse, school athletic team physicians, coaches, 
trainers, and the local emergency medical services 
agency. The school is required to practice a response 
sequence at the beginning of each school year and  
periodically throughout the year. 

III. Anti-bullying Efforts in Schools 

(Chapter 92 of the Acts of 2010).  This law requires all 
schools in the Commonwealth (public, charter, private, 
parochial, special education day or residential school,  
collaborative school) to develop and implement a plan 
to address bullying prevention and intervention in their 
school. The plan must have clear procedures for promptly 
responding to and investigating reports of bullying or 
retaliation and clear procedures for restoring a target’s  
sense of safety. In addition, each district or school 
shall provide age-appropriate instruction on bullying  
prevention to all students, through the implementation of  
an evidence-based curriculum. The plan must be updated 
at least every other year.

The Law: School Safety and Massachusetts State Laws



Members of the Emergency  
Management Team Working  
Collaboratively: 
•      Communicate regularly with  

stake-holders and community  
members about all aspects of school 
emergency management.

•   Provide guidance and directives 
regarding building-level emergency 
management to school, police, fire,  
and emergency medical personnel.
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Collaboration and Coordination are Key to  
Effective Emergency Management in Schools.

Members of the school district’s Emergency Management Team are 
responsible for the safety of schools in their municipality. They drive 
the schools’ emergency management cycle. It is up to these leaders  
to ensure all schools in their district receive on-going support from  
each of their respective departments. Only then can schools competently  
prevent, prepare, respond, and recover from hazards and threats. 

Work as a Team

To enhance their ability to work together effectively, Emergency  
Management Team members may choose to spend time building 
trust among themselves. To foster meaningful collaboration and a 
“team” mentality, these key municipal leaders need to understand and  
respect each other’s responsibilities and expertise. These leaders should  
become familiar with the current frameworks, vocabulary, and  
organizational structure in each of their fields.  With this knowledge,  
they can more productively differentiate and define their roles and  
responsibilities for improving safety and security in their schools. 

SectIon 1 | The District-Level: Collaboration, Communication, Guidance

The district Emergency  
Management Team: 

R school superintendent 
R emergency Management director 
R Chief of Police 
R Fire Chief/emergency Medical 
R town Manager/Mayor



District-level emergency management team
Oversees all aspects of a school district’s emergency management  
process. Provides directives for the district’s building-level School 
Safety Plans, including district-wide policies and procedures,  
as well as guidance on tailoring a plan to meet a school’s particular 
circumstances.  The team often consists of the superintendent 
of school, police chief, fire chief, emergency management  
director, and mayor/town manager. Larger districts with a  
separate Emergency Medical Services (EMS) department have the 
EMS director as a member. In towns with more than one fire or police  
district, the chiefs of those districts must cooperate to ensure the 
school district receives adequate leadership in that area. 

school-level crisis response team
Responds to any incident impacting the school and, for effective  
communication, with first responders during any incident.  It also 
takes responsibility for developing and reviewing the school’s  
Safety Plan. Members include the school principal, assistant principal,  
teachers, school resource officer, nurse, school behavioral  
health professional, and maintenance staff. The team plans,  
executes, and reviews drills. All team members are trained in the 
basics of the Incident Command System (ICS) to increase their  
capacity to work with first responders. Each Crisis Response 
Team has a management structure to designate the roles of 
each member, including the person in command. Successive  
alternates are identified for each role. 

a school safety plan
Details the procedures and protocols to prevent, prepare, respond, 
and recover from potential hazards and threats to a school. The 
plan is tailored to meet its school’s particular situation, while 
drawing on its district’s Emergency Management guidelines. 

Emergency Management Planning Structure 
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emergency Management, in schools and beyond, is a continuous concern requiring on-going action at all levels.  
the district-level emergency Management team serves as role models for the school Crisis response teams who 
must cooperate and coordinate at the building-level to ensure a school and its students are safe. To be an engaged,  
collaborative working group of leaders, the Emergency Management Team should meet at least once a month. 

A Collaborating Community:  
One Thing Leads to Another 

The make-up of an Emergency Management Team, as well  
as how it collaborates, varies from town to town and can be  
influenced by a variety of factors. For example, in one medium- 
sized district on the Cape, collaboration around School 
Emergency Management has been shaped by the consolidation  
of the town’s human resource and financial functions. The 
school superintendent and town manager meet weekly 
with their shared financial and human resource staff. This  
administrative arrangement has fueled communication at all 
levels in the town, including school emergency management. 

This town’s district Emergency Management team is made 
up of the School Superintendent, the Town Maanager who 
serves as the town’s Emergency Management Director, the 
Police Chief and the Fire Chief representing the five fire 
districts serving the school district. As the town manager, 
school superintendent and other town officials work on the 
capital improvement budget, the police chief is included in 
discussions of school building capital improvements that  
enhance school safety (e.g., door buzzers, locking doors). 

In addition, these regularly scheduled administrative meetings  
enable ease of communication during emergency management  
exercises. For example, the State and Federal Emergency  
Management agencies ran a tabletop drill for an active 
school shooter incident with the district’s Emergency  
Management Team. During the exercise, everyone was  
supportive of the chain of command. While it took place in a 
school, they understood the police were in charge and others 
were in a supportive role. The department of public works 
had to be ready to secure a perimeter. The schools needed to 
account for all students and staff  Working closely together  
for this team was nothing new. Whether it was to save 
lives and property or plan a budget, town leaders regularly  
collaborated to meet common goals. 

A Community Collaborates: Just Get Serious.  

Another district’s story of active collaboration began a couple  
of years before the tragic school shooting at Sandy Hook  
Elementary School in Connecticut. This suburban district took 
a look at its own school emergency preparedness and found it 
wanting. They did not have up-to-date policies and procedures; 
personnel were not trained or equipped to execute the policies 
and practices that were in place; and finally, police, fire, and  
educators were not on the same page about the district’s emergency  
management preparedness. In response, the school committee 
voted to mandate emergency management policies. To improve 
upon its emergency preparedness capacity, the district’s Emer-
gency Management Team was re-configured to include a broad 

spectrum of stakeholders, including representatives from the health  
department, public works and mayor’s office. The district designated an 
assistant principal with expertise in emergency management to spear-
head the development and implementation of up-to-date policies and 
protocols. It requires schools to drill emergency protocols several times a 
year. Perhaps most importantly, the newly formed Emergency Manage-
ment Team, which meets once a month. 

These two school districts illustrate the variation in the make-up of  
district Emergency Management Teams across the state. In addition, 
they reveal that while town structures may help collaboration, the success  
of collaboration depends upon the determination of the town leaders. 
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Communication and Planning 

Emergency Management Team members are responsible for 
creating two-way communication with stakeholders at the 
district-level.  It is their job to keep the community up-to-date on 
school emergency management issues and to solicit community 
members’ views on current hazards and threats, as well as 
how to address them. Especially as they develop directives and 
guidance for building-level issues, the Emergency Management 
team would do well to gather information from many different 
quarters, including the school committee, principals, parents, 
and teachers, as well as other school staff, such as School 
Resources Officers (SRO), guidance, mental health, nursing, 
athletics, maintenance, food service, and transportation.  Team 
members will want to solicit input from first responders, public 
health agency staff, youth violence prevention leaders, clergy 
and local business leaders from their local communities as well. 
In addition, to gain expertise in specialized areas, they may seek 
advice from outside experts on topics such as trauma recovery, 
threat assessment, Crime Prevention through Environmental 
Design, or accommodations for people with disabilities.

At the building-level, the school’s Crisis Response team will 
want to work with the district’s Emergency Management 
team, as well as stakeholders in their school community. They 
would do well to reach out to: classroom, special education, 
and subject specialist teachers; guidance, nursing, secretarial, 
maintenance, food service and transportation staff; parents and 
students; and neighborhood leaders. Including such a broad 
range of school community members allows for a more solid 
and comprehensive School Safety Plan and results in more 
buy-in as the school runs drills and exercises—or responds to 
incidents. 

Common Procedures Tailored to Fit a  
Particular School  

A school district neither needs nor wants to “re-invent the 
wheel” when it comes to emergency management and School 
Safety Plans. There are many proven emergency policies and 
practices widely used by emergency responders and adapted for 
school use, such as the Emergency Management Cycle (Page 3) 
or the whole school protocols, such as evacuation or lockdown. 
Prescribing commonly used policies and protocols not only 
improves in-district coordination, it also means out-of-district 
first responders and counseling staff will be familiar with the 
school’s protocols and hence, be more effective. 

While adopting proven and commonly used frameworks and 
procedures is key, if they are to be effective on the ground, they 
must be tailored to a school’s particular circumstances. The  
district-level Emergency Management team provides guidance 
to its schools’ Crisis Response teams on how to:

1.  Modify procedures for the age and characteristics  
of the student population.

Protocols or training may differ between elementary 
schools, middle schools, and high schools. For example, 
the protocol for accounting for students during an incident 
is more complex at a high school, especially one with an 
open campus, than at an elementary school.

2.  Accommodate students and staff with disabilities or 
other special considerations. 

A district may want to institute an “emergency plan”  
discussion at students’ IEP (Individual Education Plan) 
meetings. 

3.  Adapt common procedures to fit the specifications of 
the school’s building and grounds. 

For example, see page 13, for Crime Prevention through  
Environmental Design.

SectIon 1 | The District-Level: Collaboration, Communication, Guidance

“People are always saying, ‘I didn’t think it could happen here.’ But you have to think,  

‘It could happen in our town.’”  

– tom Lynch, Barnstable town Manager

“Prescribe a common process,  
not a common solution.” 

— Jack McCarthy,  
executive director of the Massachusetts  

school Building Authority 
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Safety Assessment

In reviewing Emergency Management plans, teams may want 
to conduct safety assessments in order to better determine a 
school’s current safety vulnerabilities and strengths. These 
findings then inform the development of a school’s Safety 
Plan. To do this, the Emergency Management team or school 
Crisis Response team should follow these procedures: 

•  Identify potential hazards or threats to the 
school.

•  Evaluate the current level of:

   –  Risk posed by these identified hazards  
or threats.

   –  Community perceptions of risk posed  
by these hazards or threats.

•  Consider available resources for addressing 
hazards and threats.

•  Decide how to prioritize which hazards or 
threats the Safety Plan will focus on.

A school will want to identify its building’s vulnerabilities 
and strengths in terms of safety. For example, a vulnerability 
may be that a school is a twenty-minute drive from emergency  
medical services. A strength may be that there are several 
staff trained as first responders. In some cases, a school or  
district may want to retain a school safety expert on a particular  
matter – such as an antiquated heating system, emergency  
communication systems, or suicide prevention – to help them 
develop plans to address a particularly acute vulnerability. 

Prioritizing hazards and threats in school safety plans is often a 
difficult task. The decisions can rarely be based solely on hard 
evidence. There is no set formula for how to balance attention 
on low probability/high impact incidents (e.g., a school shoot-
ing) and high probability/low impact incidents (e.g., a child 
injured on the playground). Moreover, the objective risk of an 
incident may not always be the overriding concern.  At times, 
a community may be intensely concerned about a very low 
probability incident and little concerned about a more likely 
hazard. It is important to take psychological safety seriously. 
People not only need to be safe, they need to feel safe, as 
well. A district’s Emergency Management Team will want to 
carefully consider the best available information rather than 
merely relying on current media attention, public opinion, or 
personal opinion.  The goal is to base recommendations on 
careful consideration of objective risks, perceptions of risk, and 
available resources.

sTARs (School Threat Assessment and Response  
System) of the NEMLEC (Northeastern Massachusetts  
Law Enforcement Council) is a regional collaboration 
focused on enhancing school safety and security.  
STARS is a specialized law enforcement unit that 
works with local police chiefs (who are NEMLEC 
member), school superintendents and fire chiefs 
to support the school districts’ emergency 
management efforts involving threats.  STARS is 
organized around teams made up of highly trained 
personnel.  Team members include representatives 
from police, school, and fire departments as well 
an expert in mental health.  The STARS teams 
assist local district to: 

• Develop, implement, practice and evaluate 
school safety plans

• Identify threats and/or causes of violence,

• Create solutions and strategies to address 
causes of violence.

In addition, the STARS team will respond to calls 
from a district for assistance during crises or 
critical incidents.  As appropriate, the team may 
access specialized equipment such as portable 
metal detectors and x-ray machines, explosives 
detection canines, or other incident command 
equipment.  Finally, the STARS provides technical 
experts who work with local leaders to help restore 
a sense of normalcy to a school community so 

education may continue.  

STARS:  A Regional Collaboration

“Our schools should be a safe haven for  

students to learn and teachers to teach.   

This requires a commitment from all school  

and community stakeholders.” 

— dr. Mary A. Czajkowski,  
Barnstable superintendent of schools 



The Importance of Effective School Resource Officers

A School Resource Officer can play a key role in keeping a school both physically and psychologically 
safe through balancing the three roles of educator, informal counselor, and law enforcement officer.   
Due to their key roles in school safety, SRO’s should have experience as a patrol officer and be  
properly selected and trained for work in schools at the secondary level. The selection process works 
best when shared by the superintendent and police chief. 

 

   Truly enjoys working with students and has a deep commitment to helping them.  

 Applies crisis intervention training and skills to help students in crisis. 

   Builds positive relationships with students, staff, and parents both to support  

students individually and to strengthen cooperation between the school community  

and the town’s police department.   

   Supports students while following through on her/his law enforcement duties.  

Always treats students and parents with respect and is ready to take as much  

time as needed to listen and explain patiently to students and parents the  

reasons for his/her actions. Knows about options beyond arrest and follows  

through on them when appropriate and safe. 

   Becomes an integral part of the school staff, especially as an active member  

of the school’s Crisis Response Team. Shares knowledge of first responder  

procedures and protocols. 

    Has a proven ability to work hard, be dependable, and possess high integrity  

with minimal supervision. The SRO displayed these traits while serving as a  

patrol officer. 

While SROs are less likely to be placed in elementary schools, young students still need to develop 
positive attitudes toward and relationships with law enforcement officers. Some towns address this 
need through an “adopt-a-school” program, where each elementary school is assigned a police 
officer who visits the school weekly and presents safety programs a few times a year.  In addition, 
patrol officers can do regular “walk throughs” at schools.
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 Traits of an Effective School Resource Officer:
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School Resource Officers play several important roles: education,  
counseling, and law enforcement.



11  |  Prevent

SectIon 2 | Prevent

“Every single student needs to feel there is some adult  

in the school to whom they can go for help.”

- Matthew Malone, secretary of education

Preventing hazards and threats is the  
ultimate goal of any emergency management  
system. Making sustainable progress to 
prevent incidents requires multi-faceted 
strategies and cross-agency cooperation 
to enhance:  

• Positive school climates

• The design and maintenance  
of buildings and grounds

• Security measures

• Fire Safety

A Positive School Climate: Building the  
Foundation for Safe and Supportive Schools 
School climate is the foundation upon which schools build their instructional  
program and their school emergency management system. At the core of 
safe and supportive schools are relationships of respect and connection  
between adults and students. A positive school climate increases the 
chances of students succeeding academically and decreases the chances of 
them suffering harm from threats or hazards.

There are many models for building and maintaining a positive school 
climate. These models include the following components:  

1. A sharp focus on the cultivation of trusting, respectful, and caring 
relationships among students, staff and parents. School staff 
members regularly engage in two-way communications with 
students and parents. The goal is a “connected community.” 
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2.  An orderly and predictable environment that also  
encourages critical and creative thought. 

3.  Social curriculum to teach social and emotional skills, 
including healthy relationships (such as teen dating and 
violence), conflict resolution, and bullying prevention, 
as well as self-management and responsible decision-
making. For example, playground monitors teach 
conflict resolution at recess. 

4.  A positive discipline policy that is consistently and fairly 
applied with a focus on teaching appropriate behavior 
rather than punishment. 

 5. A system to identify, refer, and support any student who 
is struggling academically, behaviorally, or socially in 
school. For example, in middle and high schools, efforts 
are made so students, staff, and parents are aware of 
the signs of suicide and know how to refer someone to 
get help. 

6.  The above principles are practiced throughout the 
building during the entire school day.

7.  Appropriate facilities and physical surroundings aligned 
with the above practices. 

Design and Maintenance of the Buildings  
and Grounds

The layout and structure of a school’s buildings and grounds 
greatly influences its capacity to prevent or lessen the impact 
of threats or hazards. The four principles of “Crime Prevention 
through Environmental Design” (CPTED) are a framework for 
considering these issues (see p. 13).

When considering how buildings and grounds enhance school 
safety, it is necessary to look at all areas of the school at all 
times of day. For example, how the school’s “natural access” 
set-up works during high traffic times of day (e.g., drop off and  
pick-up), as well as low traffic (e.g., early morning, late night, 
and weekends), or how to handle territorial reinforcement  
during days with high visitor traffic such as polling days. 

“When it comes to school safety, teachers  

and students need to respect each other and  

work together to create a safe and  

positive environment.”

- david nguyen, everett High school student

 

A Positive School Climate has the 

Potential to Impact All Phases of the 

Emergency Management Cycle:

PREVENT: 
Students who are connected to school staff 
and each other may be less prone to engage 
in harmful behaviors (bullying, harassment, 
and substance abuse) and more likely to 
report threatening behavior to a caring adult, 
allowing school staff to defuse situations 
before they escalate. 

PREPARE:  
A school with a predictable and orderly 
environment is better able to run efficient, 
organized drills. When students routinely 
practice orderly and respectful behavior 
in hallways, students naturally move in an 
orderly fashion during drills.  

REsPoNd:  
A school that systematically teaches social 
and emotional skills enables students to better 
manage their emotions (for example, staying 
calm) during an incident. 

RECoVER:  
A school with a deep commitment to providing 
an orderly, predictable environment, as well as 
social and emotional support is well placed to 
help all school community members recover 
physically and emotionally after an incident. 
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“What’s important is not if  

a security plan is tight or loose,  

but whether it is practiced.”

- thomas Gatzunis, Commissioner of the  
department of Public safety

 
Security Measures: An Ounce of Prevention

No matter how carefully designed a school is to ensure safety, 
the school is not safe unless the school community uses its 
safety features as they are intended every day. The following 
are basic security measures that the task force recommends all 
schools seriously consider: 

Limit access to one main monitored entrance. One of the 
most important security measures a school can take to prevent 
intruders or other unwanted visitors is to have only one main 
entrance where people may enter and which is monitored at 
all times (with all other outside doors locked).  Modified entry  
plans should be in place for times when there are a large  
number of visitors, for example, election days or assemblies.  
While this limited access could be seen as a necessary evil, it 
can also be serve as a way for a school to consistently connect 

with students, parent, and visitors. A friendly face or even voice 
upon entrance is critical for a welcoming community. 

The “one door access” strategies only work if staff and students 
do not let anyone into any other entrances. A known, clear, 
and workable policy is needed to enforce this.  For example, 
staff can be told to routinely give directions to the main office 
that guide visitors around the outside of the building. If a staff 
member determines it is not safe for the visitor to do this (e.g., 
it’s pouring rain and the visitor walks with a cane), they escort 
the person to the main office. Students are told to never let 
anyone in, including staff, students or parents. Staff and parents 
are repeatedly reminded of this, to avoid putting students in 
confusing situations.  

Visible visitor name badges are another measure to increase  
security while welcoming visitors. Visitor badges allow staff 
to immediately identify a visitor. Staff can be told to greet all  
visitors in a friendly fashion and, if possible, to ask them if they 
need any help. Even frequent visitors (e.g., parent volunteers) are 
expected to wear visitor badges to set an example. 

Ensuring teachers can lock classroom doors from the inside 
without using a key is another simple security measure that 
does not interfere with learning.  The ability to lock a door 
quickly and easily during an incident may prevent potential 
intruders from entering.

Natural surveillance  –  “See and be seen.” Arranging physical features to maximize visibility. If people know 
they can be seen, they are less likely to engage in disorderly, violent, or illegal activity. If they do, others will see 
them and be able to de-escalate the situation or call for help. 

Natural Access Control  –  “Who gets in and who gets out.” Guiding people to areas where you want them 
to go and out of areas where you don’t. For example, having well-marked entrances and exits, guiding visitors 
to the central office first.

Territorial Reinforcement  –  “This is our space.” Clearly defining the school ground boundaries. Through fencing, 
landscaping, and signs, it is clear to anyone where the school yard begins. Well-signed roads and paths direct the flow 
of vehicle and foot traffic to discourage non-school-related traffic from passing through school grounds. 

Proper Maintenance  –  “Fix broken windows.”  Taking care to ensure building services function properly 
and safely. For example, removing litter and graffiti promptly; fixing broken windows or doors; keeping hallways 
clear of junk; caring for landscaping. It is well known that “signs of disorder” attract disorderly behavior that 
may turn into violent acts. 

Crime Prevention Through Environmental Design (CPTED) 
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Reducing opportunities for student disorderly behavior. 
To reduce student violence, the school can determine where 
and when disorderly behavior occurs the most, for example, in 
congested areas or when students have unstructured time (e.g., 
lunch, just before or after school). Routines or schedules can be  
switched to decrease congestion (e.g., stagger class schedules,  
encourage students to take different routes through the building),  
or staff can be assigned to monitor these areas. For isolated 
areas, especially those that seem to attract students, video  
surveillance can be used. 

It is worth repeating that security measures only have 
value if all community members consistently follow 
them every day. 

Fire Safety

There are several strategies for educating students and school 
about fire safety. 

The S.A.F.E (Student Awareness of Fire Education) program  
is a school and home fire prevention strategy funded by  
Massachusetts Department of Fire Services. This Pre-K-12 
program provides small grants to local fire departments.  
Firefighters directly deliver age appropriate lessons on fire 

and life safety to students. “Stop, drop, and roll,” and “the  
importance of practicing escape routes” are examples of concepts  
taught. In addition to teaching safety strategies, they build 
student trust in local first responders.  They also encourage 
cooperation between schools and the fire department at the 
building-level, as firefighters work closely with classroom 
teachers and health educators. 

Juvenile fire setters are another concern for schools and fire 
departments. One third of school fires are intentionally set.  
It is particularly important that young students who set  
fires are identified and taught the dangers of fires; local fire 
department often have programs specifically for this purpose.  
For some youth, setting fires is merely curiosity and information 
on fire safety prevents further actions.  For others, setting fires 
may be a kind of cry for help or indicative of mental health  
issues. Students whose fire-setting may be a symptom of deeper  
troubles should be referred to school or outside counseling for 
evaluation and support.

Since kitchen fires are the leading cause of fires in schools, it 
may be wise for the district-level Emergency Management Team 
to provide directives for effective building-level cooperation  
between schools and firefighters to regularly assess school 
kitchens for safety vulnerabilities and train kitchen staff. 

• A Threat Assessment Team is made up 
of trained school-based staff (including  
principals, guidance, mental health  
professionals and security), police, and 
fire personnel, as well as social service  
agencies, and, if appropriate, clergy.

• Training specific to threat assessment for 
all Threat Assessment Team members.  
General mental health, law enforcement, 
or fire professionals are not necessarily 
trained in school-based threat assessment.  
In addition, the Threat Assessment Team 
would do well to have contact with a trauma  
expert who can conduct specialized clinical  
risk assessments when appropriate. Note 
that this risk assessment is not the same 

as an emergency psychiatric evaluation. 

• A specific process for screening and  
referring students reported for threatening 
or violent behavior, consistent with the 
school or district system for helping all 
struggling students. 

• Specific procedures to handle bomb 
threats, including procedures for deciding 
the appropriate level of response given 
the relatively common occurrence of 
bomb threats. 

• Protocols to encourage staff, students, 
and parents to report threatening or  
worrisome behavior. The school community  

can be made aware that school shooters  
have almost always told someone in 
the community of their plans. Reporting 
threatening or worrisome behavior allows 
for proper interventions to prevent school 
violence and help struggling students. 

• Providing an anonymous hotline to report 
threatening behavior. Reports from the 
hotline are treated with same care as any 
other report. 

• A procedure to track reports of threats 
and worrisome behaviors over time.

Assessing Threats and Threatening Behavior

Threat assessment needs to be done carefully by experts. When threat assessment is not done competently, it may cause more harm 
than good. In particular, a systematic effort to identify potentially violent students should not begin until a school has a robust system for 
referring students to appropriate professional help.  Below are components of an effective strategy to identify and help students who may 
pose a threat of harm to others or themselves.
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“You need to have a bench.  Alternates who can jump in as needed and follow the incident  

command system during an incident.   This means training a broad range of school and district staff  

in the National Incident Management System.”

- officer nicholas Pasquarosa, Jr. yarmouth Police department

SectIon 3 | Prepare

1.  Assigning roles and responsibilities during an incident

2.  Whole school protocols including:

3.  Procedures for specific types of incidents 

Have a plan. Practice your 
plan. Improve your plan.

rapid, coordinated, and effective 
actions that minimize harm during 
an incident is the goal of response. 
If harm is to be minimized, protocols 
must run smoothly the first time. For 
an effective response, before incidents 
occur, emergency procedures need to 
be developed through several cycles 
of plan, practice, and review. this cycle 
is the prepare phase. It’s about getting 
ready to respond. 

For each of these, a school Crisis Response team will modify the district’s directives based on the age of its student population and 
provide accommodations for students or staff with disabilities or other considerations. In addition, a school will ensure that all staff 
and students are trained and practiced in the protocols. Finally, a school would do well to put together tool kits that staff can use when 
responding to a variety of incidents. 

Based on the district-level Emergency Management Team’s 
directives and a school’s particular situation, the School Crisis 
Response Team develops detailed response policies for:

Evacuation 

Shelter-in-place 

Lockdown 

Student Release/Family Reunification
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Assigning Roles and Responsibilities  
During an Incident

As an incident occurs, all school staff members need to know 
their roles and responsibilities as well as those of first responders.  
For rapid response, well before an incident, every school will 
have its own management structure for responding to any  
incident. The Crisis Response team will set up a management  
structure that designates a manager or commander of an  
incident, as well as alternates for that manager. The school-based  
incident manager works closely with first responders to  
ensure they can carry out their emergency response. In addition, 
the management structure sets up other roles, designees, and  
alternates (for example, the staff member in charge of accounting  
for students or the staff member in charge of checking shut-off 
valves).  Clearly defined roles and order of succession is critical 
in emergency management. There is no time for a “who should 
do what, when” discussion during an incident. For example, 
when a bomb threat occurs, no matter who is in the building or 
the time of day, it needs be clear who is in charge and decides 
whether to evacuate the building. Discussion or hesitation can 
have serious and harmful consequences. 

The Incident Command System (ICS) is the system used by 
emergency responders to manage incidents.. The ICS provides  
a structure for decision-making and resource allocation as 
an incident unfolds, no matter who is available to respond. 
In order to effectively communicate with first responders, all 
members of the School’s Crisis Response team need to become 
conversant with the Incident Command System. (The federal  
government has no cost on-line training in the Incident  
Command Structure). Some districts may choose to use the  
Incident Command System as their management structure for 
responding to incidents.  

Whole School Protocols

A robust School Safety Plan spells out clearly how a school will 
carry out evacuation, shelter-in-place, lockdown, and family  
reunification protocols. In particular, codes are not used and 
technical language is avoided to reduce confusion.  

Whatever the protocol, the school must have a way to track 
every student and staff member throughout any incident. The 
school Crisis Response team would do well to set up a system to 
take frequent attendance of all students, staff, and visitors. This 
includes students and staff on field or off-campus trips. 

In addition, each school should have a system for school staff to 
communicate with each other as well as first responders during 
an incident. The school cannot always depend on the school’s 
public address or internal phone system. Schools may want to 
consider ways to use smart phone technology, including voice, 
text, and video streaming, to accomplish this. 

EVACuATioN  is used when the building can no longer be safely 
occupied, for example, in case of fire, gas leak, or other haz-
ardous material incidents occurring in the building, structural 
failures, suspicious packages, or bomb threats.  All students, 
staff, and visitors leave the building through the nearest and 
safest route to designated gathering areas. 

shElTER-iN-PlACE (sometimes referred to as Reverse Evacuation) 
provides refuge for occupants within the school building during 
an incident. It is used when it is safer inside the building than 
outside; for example, in weather emergencies, medical emergencies,  
violence, or other criminal activities outside the building.   
Depending on the incident, all exterior doors and windows are 
locked (in case of a violent person in the neighborhood) or all 
ventilation drawing air from outside is shut down (in case of 
an air borne chemical spill). Shelter-in-Place may be also be 
used to simply stop movement in the building (in case of a one 
student medical emergency).  In addition, students and staff 
may be directed to designated safe areas chosen for the specific 
incident; for example: gymnasiums, hallways, auditoriums, or 
classrooms. 

loCkdoWN provides protection for student and staff when weapon- 
related violence is in progress or imminent in the building. It is 
designed to place barriers between the building occupants and 
assailant(s). When lockdown is called, all students and staff stay 
in or go to the nearest room. All classroom and office doors are 
locked. Students and staff sit in their room’s designated safe area 
(away from windows and doors). Lights, monitors, and projection 
equipment are turned off. Strategies are used to keep students calm 
and quiet. For example, younger students may draw, while older 
ones may read.

Depending on the situation, there are several ways to enhance a 
lockdown to empower individuals to take common sense actions 
critical to their safety. These may include: 1) barricading the 
door using available furniture and other objects; 2) distracting or 
countering the assailant, and 3) self-evacuation. These actions 
are often based on the response strategies of  Alert – Lockdown 
– Inform – Counter – Evacuate (A.L.I.C.E.); Run – Hide – Fight 
(U.S. Homeland Security), or Evacuate – Hide – Take Action 
(New York City Police Department). Any enhanced lockdown 
requires proper training and practice for all staff and students 
and educating parents on its benefits.  

sTudENT RElEAsE oR FAMily RE-uNiFiCATioN is when students 
are picked up directly by a parent or designated guardian after 
an incident.  It is a system that accounts accurately for the 
release of every student and ensures no student is released to 
an un-authorized adult. Parents and guardians will need to be 
informed of the designated pick-up site for that day. Finally, 
avoiding exposing students to more physical or psychological 
harm is critical. For example, neither students nor parents 
should walk by the medical staging area during the reunification  
process. 
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For each of the previous protocols, directives should be provided  
on how each procedure will change if it is activated during  
different times of day, including start or end of school day, 
lunch, recess, all school assemblies, before or after the regular  
school day, and evenings. There also will be protocols for  
handling students participating in off-campus events or trips of 
any sort. Finally, a solid safety plan takes into account particular 
vulnerabilities of a school’s buildings or grounds, for example, 
isolated exits or areas that tend to be icy and unsafe during 
winter months.
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Procedures for Specific Types of Incidents

In addition, whole school protocols must be used to respond to 
many different types of incidents.  To be prepared to respond 
effectively  to the various array of potential incidents, a school 
should have specific procedures for types of incidents. In  
Massachusetts, this should include, missing student(s), medical  
emergencies, earthquake, tornado, flooding, hurricane, lighting  
fire, bomb threat, active shooter or intruders. 

Tool Kits: Gathering Essential Emergency  
Response Resources

In order to implement the above protocols effectively, school 
leaders need to create “response tool kits” or gather, organize, 
and distribute necessary equipment and supplies for responding  
to any incident. These tool kits will be customized for staff 
depending on their responsibilities during an incident. In  
addition, police, fire, and emergency medical department will 
receive certain items, for example a map of the building or 
the master schedule. Most critical of all, the tool kits must be 
known, distributed, and accessible to staff who will use them 
during an incident.  

Critical items for tool kits include the following:

A ClAssRooM “go kiT”  

The go-kit is a self-contained backpack or 5 gallon bucket with 
emergency supplies.  It should be clearly labeled, maintained, 
and placed in each classroom in a readily accessible and secure 
location.  The kit may contain such items as first aid supplies, 
list of emergency procedures with emergency contact numbers,  
student medical information (marked confidential), snacks, water,  
and identifying vest or cap.  The 5 gallon bucket can be used as 
a “portable potty” and stocked with toiletry supplies.

“FliP ChART”  
A flip chart is specifically modified for each school and includes 
all its emergency procedures.  It is placed in an easily accessible 
place in every classroom and office. 

Don’t Miss the Bus: School Bus Safety

When students are on school buses, whether they are 
traveling to or from school or out on field trips, the school 
is responsible for these students. Schools need to have 
plans in place for how to handle bus accidents or buses 
off campus with students when an incident occurs at 
the school.  For effective response, the school needs to 
coordinate with the transportation company to ensure 
that bus drivers and monitors regularly participate in 
training and drills. For example, bus drivers can be trained 
on such topics as evacuating young passengers or using 
an epi-pen. Student bus riders need to receive instruction 
and practice in bus evacuations a few times each year. 
In addition, the Crisis Response Team would do well to 
include in its emergency management structure the 
designated staff members (and alternates) who travel to 
meet a bus off campus or who meet students as a bus 
arrives at the school during or after an incident. 

“Thankfully, schools do not respond daily  

to crises, but this should not prevent them from 

planning and training for them.”  

— Lt. scott sencabaugh, Wilmington Police
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MAP oF ThE sChool buildiNgs ANd gRouNds 
So everyone can understand the map accurately, it uses standard specifications, 
such as numbering for doors and exits, gas, electric, water and alarm shut-offs, 
and parking.  

METhod FoR ACCouNTiNg FoR sTudENTs ANd sTAFF  
During an incident attendance is taken regularly. An attendance taker only  
considers the persons currently in the room with him/her accounted for. Emergency  
responders treat an incident very differently if people are missing.

WEEkly MAsTER sChEdulE   
Using standard specification, the schedule includes all students and staff. It  
identifies students and staff needing accommodations.  There is an accompanying 
document enumerating the particular accommodation for each identified student 
or staff member.

Orientation and Training: Everyone Participates

Once safety protocols are developed, the next step is to orientate the whole school 
community and relevant first responders to these protocols and then practice 
them. Orientating the school community involves:

sTAFF: Presentations on school safety during regular staff meetings. Those who 
are absent, including part-time or substitute staff, receive written material and a 
staff contact to whom they can direct questions.

sTAFF WiTh sPECiAl duTiEs: Counseling and nursing staff are trained in 
“psychological first aid for schools” or trauma recovery. Teachers with students 
who need special accommodations receive training in those modified procedures. 
Food service, maintenance, and administrative staff receive training on their 
roles during incidents. 

sTudENTs: Brief, age-appropriate explanations and discussions on the how and 
why of safety protocols during regular class time.  Those with disabilities or other 
considerations receive further explanations allowing plenty of time for questions. 

PARENTs: Letters or e-mails explaining the procedures and the reason for 
them. Parents of students with disabilities or other special circumstances receive  
individual communications regarding these accommodations. For new protocols, 
a meeting or training for parents may be appropriate. 

   

WHO DOES “EvERYOnE” MEAn? 

DISTRICT-LEvEL 

School Committee members

School Superintendent

Central District Administrators 
and Staff 

SCHOOL STAFF 

Principal, vice Principal

Front Office: Administrative  
Assistants

Teachers, Classroom,  
Special needs, Subject  
Specialists 

Paraprofessionals or  
Teachers’ Aides

Counseling

nursing

Food Service

Maintenance/Custodians 

Information Technology

Transportation/Bus Drivers  
and Monitors

Athletic Coaches

After-School Club Advisors 

Part-Time Staff

Substitutes

Interns

volunteers

EMERGEnCY RESPOnDERS

Police/Law Enforcement 
Emergency Manager 
 Fire/Emergency Medical 
Trauma Specialist 

STUDEnTS

PAREnTS AnD GUARDIAnS

“Adequate training of all school staff,  

particularly support staff, is vital to the success  

of any school safety plan.”

—Jean Fay, Amherst Public schools Paraprofessional



After orientation to the Safety Plan, practicing protocols 
is the next step. Practice drills develop stronger relation-
ships between schools and emergency responders, greater 
consistency in actions, and more efficient use of resources  
during an actual incident. Common types of practice  
exercises include table top exercises, drills, and full-scale 
exercise (see below).

Whole school drills are a large and critical part of preparing  
to respond to incidents. Procedures that are drilled  
regularly include: evacuation at least four times a year by  
law; shelter-in-place; lockdown; and family re-unification.  
These drills allow participants to be safer and feel safer. 
During a properly run drill, students and staff have the 

opportunity to practice their particular roles during a  
potential incident. They increase their knowledge and 

skills in how to respond to emergencies. As a result, 
they may gain confidence in dealing with a dangerous  
situation and may feel safer after a drill. 
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•  Building-level cooperation between schools, 
police, fire, emergency management, and 
emergency medical services, including 
planning, carrying out, and evaluating the 
drill. A drill tests the capacity of all agencies, 

not just schools. 

•  Prepare everyone for the drill and expect 
everyone in the building to participate fully 
and as seriously as if it was a real emergency.  
In particular, teachers may work with 
students on the autism spectrum or with 
sensory issues to teach and practice ways to 

keep calm and quiet in times of stress. 

•  While all must follow directions during 
the drill, remind staff that during an actual 
incident, they may need to think on their feet. 

 

•  de-brief after the drill with students at all 
levels in age-appropriate ways to further 
increase their skills in responding to 
emergencies. discuss the different ways 
students responded to the drill. (did they feel 
scared? did their heart pound? did they want 
to laugh and be silly?) discuss appropriate 
responses and what they can learn about 

managing stress from their reactions. 

•  once the drill is over, evaluate to improve. 
Collect information from a wide range of 
participants. encourage input by emphasizing 
that mistakes or inconsistencies are learning 
opportunities to improve future incident 
response. 

All of these benefits are possible if a drill is properly planned and carried out.  
the following are key principles for planning and carrying out an effective drill:  

 DRILL AGAIn!

“People remember what they  
have practiced.” 

— stephen Coan, state Fire Marshall

Drill the Plans
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Sample of a Training Script  
for a Lockdown for Early  
Elementary Teachers   

Say to the students in a calm voice, “The 
principal has announced a lockdown.” Walk 
over and lock classroom doors and turn off 
lights. Then say, “Look at me. Please stay 
where you are. Do not talk. Follow directions.  
Remember a lockdown is when we are all 
quiet and sit together in the meeting area. 
When I tell you to, I want you to walk over to 
the meeting area. Leave everything at your 
desk or area as it is. Do not get something 
from another part of room. Walk on your feet 
and do not talk.  Please move quietly over to 
the meeting area.”

Once children are settled in an area, close  
all windows and shades. Quietly say to the 
students, “We have heard a loud noise.  We do 
not know what the noise was. The principal,  
police and fire officers are all working hard 
to learn what the noise was and to keep us 
safe.  The way you can help them is to keep 
your body quiet, keep your thoughts in your 
head, listen and follow directions.”
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responding is the heart of the emergency management system. It is when the emergency happens. decisions 
are made quickly. these decisions are not just about which procedures and protocols to activate, but how to 
adapt them on the spot to fit the “not yet entirely known” incident.  Most of the work behind making good  
decisions is done during the Prepare phase. And most often, the first responders, whose profession is to  
respond to emergencies, are on the scene and managing the incident. the success of a response to an incident 
requires the immediate integration of school staff and first responders.  their communications and actions 
must be coordinated. the following are key strategies for school staff to keep in mind while an incident unfolds:   
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Rapid. Coordinated. Effective.

School Leaders:

• Trust each other. Coordinate. Cooperate. 

• Make informed decisions. Actions taken need  
to correspond with the type and intensity of  
the incident. 

• Communicate accurate and appropriate  
information without causing alarm.  Remind  
staff and students to stay calm. 

• Minimize students’ exposure to 
the incident.  Without deceiving 
students, share minimal infor-
mation about deaths, injuries, 
and damage. Keep unaffected 
students away from scene of 
the incident and medical staging 
area. 

• Document actions taken during  
the incident. This provides a  
record of how the plan was 
implemented. This information  
is essential to evaluate and 
improve the plan, as well as to 
document the appropriateness  
of the response.
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Staff and Other Adults:

• Stay calm. 

• Trust Leadership.

• Follow the plan. 

• Remember the drills!

• Protect students. Think on your feet.  
Adapt procedures when necessary. 

• Remind students of effective responses to  
emergencies: “Keep calm. Follow directions.”

• Keep students calm and minimize their exposure to 
the incidents. Provide students with straightforward 
factual information. Do not speculate. 

Triage of needs

During, and in the immediate aftermath of an incident, 
the “triage of needs” is followed to ensure everyone’s safety.   
The first concern is physical safety—providing emergency  
medical care, adequate shelter, and sustenance (e.g., food 
and drink).  After meeting these physical needs, it is  
possible to help students feel safer and reduce their fear 
and anxiety. An example of an immediate aftermath  
intervention model is Psychological First Aid for 
Schools. (See page 26)

Communicating to Those Outside

During this intense period, schools and emergency management  
leaders must also be ready to communicate in a rapid,  
coordinated and effective manner with the parents, media, and 
community.  Parents will be desperate to know if their children  
are safe. The media will be looking for an exciting story. The 
local community will be concerned if the danger is coming 
their way.  It is essential these parties receive timely, accurate 
information to dispel rumors and panic.  

Turning a potential school tragedy into a minor incident is 
often in our control.  But to do so requires thorough planning, 
preparation, and practice at the district- and building-level  
between schools, police, fire, and other first responders.  
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the goal of recovery is to restore a safe and 
healthy learning environment in a school. In 
order to prepare for recovery as well as take 
steps to recover after an actual incident, it is 
useful to understand some basic principles 
and procedures of recovery.  

There are three main areas of concern: 
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Helping students recover physically and psychologically from an incident is a critical task.

1.  Physical and psychological  
safety of students and staff

2.  Repair and restoration of  
physical facilities and  
infrastructure

3.  Regular internal and  
external communication

As a school community recovers from an incident, school staff will need to  
understand their students’ various reactions to the crisis so they can help  
students focus once again on academic learning.  
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Physical and Psychological Safety

Helping students and staff recover physically and, especially, 
psychologically from an incident is a critical task requiring at 
least as much skill and training as restoring the building and 
infrastructure. True support for people healing from trauma 
involves the understanding of some basic principles of trauma 
recovery. 

Trauma intervention is an area of expertise. The strategies for 
helping children heal from trauma may not be the same as helping  
students cope with other emotional issues. Not all mental  
health professionals are trained to treat trauma patients. When 
it is done poorly, crisis intervention may do more harm than 
good. It may increase crisis exposure, generate self-fulfilling 
prophecies, or reduce perceptions of independent problem 
solving. 

Given the above, districts will want to seriously consider establishing 
a working relationship with a trauma recovery center or with 
individual trauma experts before they are in the middle of a 
major incident.  The trauma center can train school staff and 
provide consulting for smaller incidents and on-site staff for 
more serious incidents.

RESTORE A SAFE AnD HEALTHY 

LEARnInG EnvIROnMEnT  

In A SCHOOL

students will experience the incident  
differently depending on their age,  
physical and emotional challenges or 
past experience: 

AgE 
Children of different ages will experience an incident  
differently in part because they are in different  
developmental stages.  A teen may be more upset 
about a bomb scare than young children because of 
the adolescent ability to understand the significance 
of a terrorist attack. Conversely, young children may 
be more frightened by an incident because of their 
inability to grasp risk. A lightning storm may be 
more traumatic for a young child than an older one. 

PhysiCAl ANd EMoTioNAl ChAllENgEs.   
A student in a wheelchair who is quickly, but scarily 

carried down stairs may have a different interpretation  
of an incident than others who merely walked down 
the stairs. A child with sensory issues may have an 
internal experience of an incident that is different 
from others.

PAsT ExPERiENCE   
A student whose family has known people killed 
in bombings is likely to have a different emotional  
reaction to a bomb threat than one who has minimal  
exposure to terrorism. Students who have suffered 
emotional or physical abuse may also react differently 
than other children. 

As a school community recovers from an incident, 
school staff will need to understand their students’ 
various reactions to the crisis so they can help  
students focus once again on academic learning. 

How students may react differently to the same incident



25  |  Recover

Physical Facilities and Infrastructure:  
Don’t Forget the Building 

In their recovery plan for the immediate aftermath, schools would 
do well to have specific procedures, as well as a designee, to  
inspect the building and grounds for imminent dangers during 
the immediate aftermath. Some first responders have to focus on 
the building to ensure physical safety. They will need to inspect 
the physical facilities for any imminent dangers and, if found, 
respond to them. For example, it must be determined which parts 
of the building can still be used and which must be vacated until 
repair is done. Maintenance staff may need to receive training in 
how to participate in such an inspection. Practicing this quick 
audit of essential functions could be integrated into drills of whole 
school protocols.

For the core of recovery, many schools and districts develop a 
Continuity of Operations Procedure (COOP) as a way to get 
the building and its infrastructure up and working at least at a 
basic level. During the long haul of recovery, as schools rebuild 
facilities and infrastructure for the long term, they would do well 
to evaluate the strengths and weaknesses of their buildings and 
infrastructure in light of a particular incident. For example, they 
will want to look at how the damage to the building may have 
been less severe if it had a different design. Or they may look 
at how a violent incident may have had different results if the  
entryway had followed the principles of Crime Prevention 
Through Environmental Design.  (See p. 13.)
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EvALUATE THE STREnGTHS AnD 

WEAKnESSES OF BUILDInGS  

AnD InFRASTRUCTURE

External Communications 

Since there will be many urgent demands on leaders at this time, 
preparing for how communications with parents, the media,  
and public will be handled is essential.  

Setting up a process to funnel communication through a single 
appointed spokesperson (often called the Information Officer) 
will reduce the possibility of conflicting messages going out. 
The school may want to develop examples of letters to parents  
or press releases for the media that can be readily modified 
to fit the current situation. This will increase the likelihood 
of parents and the public receiving clear, consistent, and  
accurate information. It also will prevent the process of external  
communications from interfering with the pressing need to pro-
tect lives and property. 

As times passes after the incident, schools and districts will 
want to evaluate and reinvigorate their effort to keep students, 
families, and the media informed about what support services 
are available from the school, district, and local community 
organizations. In addition, the school and district will do well 
to continue efforts to regularly communicate with parents and 
the community about their emergency management procedures.

Police and School Communication:   
Helping Students Recover from Trauma

One district, for example, has a system for  
recognizing and addressing the trauma students  
may experience after witnessing violence. When 
local police are aware of a student witnessing 
violence in their home or neighborhood, the  
police contact the district’s guidance department  
director before school begins the next day.  The 
guidance director in turn contacts the principal 
at the student’s school.  The school is then able 
to provide the student with the support s/he 
needs for a successful day at school. 



Psychological First Aid for 
Schools: Key Principles 

1.  Establish a positive connection with 
students, staff, or parents in crisis  
in a non-intrusive, caring manner.

2.  Calm and orient those who are  
emotionally overwhelmed.

3.  Help individuals identify their  
immediate needs and offer practical 
assistance, rather than asking them  
to describe the incident.

4.  Encourage individuals to take an  
active role in their recovery by  
recognizing their efforts to cope and 
supporting positive coping strategies. 
(Don’t do everything for them.)

5.  Link those in need of further  
assistance to school and community 
resources.
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“A sense of normalcy requires  

quickly establishing a routine  

after a major incident.” 

— secretary John W. Polanowicz,  
secretary of Health and Human services
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State-level

u	The Executive Offices of Public Safety, Education, and Health 
and Human Services should be allocated funding to establish  
a state-level School Safety Technical Assistance Team. Its 
charge would be to provide assistance to school districts, at 
their request, on all aspects of school safety and emergency  
management. The team would include experts from the education,  
law enforcement, fire, medical emergency, emergency management,  
behavioral health, and trauma sectors. 

v To increase school districts’ capacity to prevent and respond to 
threats, funding should be appropriated to replicate the North 
Eastern Massachusetts Law Enforcement Council (NEMLEC) 
School Threat Assessment and Response System (STARS)  
regionally throughout the Commonwealth.  See page 8.

w Funding should be allocated for active shooter trainings and/
or tabletop exercises, for all first responders at the recruit and 
in-service levels. Live trainings should take place in school  
settings (when students are not present) at the request of police. 
Currently, funding is appropriated on a grant to the Massachusetts 
State Police. A more sustainable source of funding should be  
established. See page 16.

x A separate and discrete funding source should be provided to 
the Massachusetts School Building Authority earmarked for 
the sole purpose of allowing schools to enhance safety and  
security at their buildings. Funds would be provided to retrofit  
buildings with security features (such as well lighted outdoor 
areas, monitored entry ways, metal doors, classroom door locks, 
etc.) See page 13.

y The state Operational Services Division (OSD) should consider 
establishing an enterprise or bulk purchasing system by which 
school districts can acquire services and systems that would  
enhance school security. 

z Funding should be allocated for the Governor’s Child and Youth 
Readiness Cabinet to create an easily accessible directory  
of services available to schools. The directory should provide  
information and tools to schools that will ensure they are able 
to access screening, diagnosis and treatment for students  
with behavioral health needs and know what treatment is  
available through the public and private health care system.  
See pages 12 & 24.

{ Funds should be appropriated to the Commonwealth’s  
Fusion Center Infrastructure Protection Program to allow  
it to conduct school assessments, to provide train-the-trainer 
assessment programs for local public safety and school 
personnel, and to store information on every school in the 
Commonwealth (including contact information, school maps, 
photos, etc) in its critical infrastructure database. The data-
base would be accessible only to law enforcement and first 
responders. See pages 8 & 18. 

District-level

u Consideration should be given to the addition of a line item in 
school district budgets focused solely on matters related to school 
safety and security. The importance of the line item should be 
shared broadly and extensively with the school committee and the 
community at large. 

v Each municipality should establish a district-level emergency 
management team, comprised of the municipality’s mayor/town 
manager or their designee, superintendent of schools, police chief, 
fire chief, and the emergency management director as well as 
other public safety officers. Where appropriate (such as in the rural 
parts of Berkshire and Franklin counties where there is no local 
police presence) the Massachusetts State Police should be asked 
to participate. Once established, the group should meet to discuss 
school emergency management preparation and related issues at 
least monthly. See pages 5 - 7.
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this report of the Massachusetts task Force on School Safety and Security is meant to be a model 
framework for community leaders, first responders, and school district staff. through the course of 
the task Force’s work the following recommendations rose to the top of what should be the focus 
of any future deliberations on school safety and security in the commonwealth. It should be noted, 
these recommendations are meant to set the stage for what is possible and to spark conversation  
and collaboration. time will be needed to do this work well and correctly. Finally, it is important 
these recommendations not be confused with mandates.  



task Force Recommendations  |  28

w At the secondary level, every school in the Commonwealth 
should have a School Resource Officer (SRO), who is appointed 
jointly by the superintendent of Schools and the chief of police 
or, where appropriate, (such as in the rural parts of Berkshire 
and Franklin counties where there is no local police presence) 
the Massachusetts State Police with the support from the county  
Sheriff’s office.  At the elementary level, all schools should have 
an appropriate program that provides both police presence and 
public safety education, such as an adopt-a-school program.  
Smaller districts may consider sharing law enforcement  
resources or personnel. The state should appropriate funds for 
this purpose. See page 9.

x At least one school psychologist should be employed on staff 
for every 700 students, in accordance with guidance from the 
National Association of School Psychologists. The state should 
appropriate funds for this purpose.  See page 12. 

y Protocols should be established to address the social, emotional,  
and behavioral health needs of all students through the use 
of internal resources and referrals to external providers. See 
page 12.

z A protocol should be developed to identify and intervene with 
students struggling socially and/or emotionally. Schools should 
use threat, danger and/or early warning systems based on  
research to develop a robust system for referring students to 
appropriate professional help.  See pages 12 & 14. 

{ Relationships should be developed with community based  
agencies that provide wrap-around and trauma recovery services  
to students in need.  See pages 23 & 24.

| A consolidated set of procedures should be developed for 
schools in a district that incorporate all necessary whole school 
protocols: evacuation, shelter-in-place, lockdown, family  
reunification, etc. One plan, rather than several separate plans, 
will ensure efficiency and the elimination of redundancy.   
See page 16.

} An anonymous threat reporting mechanism allowing citizens 
(and especially marketed to students) to anonymously report 
threats of school violence should be developed or acquired.  
The service could be modeled after Brockton’s Text-a-tip or 
speakup.com, a free on-line service.  See page 14.

 On a regular basis, districts should direct schools to practice 
gathering at a primary rallying point to be used in the event 
of an emergency. Further, a secondary rallying point should 

be identified and shared with students and staff. A family  
reunification plan should be developed and communicated 
with parents and staff. Neighboring communities should be 
encouraged to develop mutual aid agreements to loan each 
other school buses or to make space available in schools during  
incidents requiring off-site evacuations.  See page 16.

 Preparedness training should be provided for all staff. The  
district should consider which faculty and staff members need 
specialized training.  In particular, the training of school support 
staff (food service and maintenance staff, substitute and part-
time staff) should be prioritized.  These staff may not always be 
aware of the latest safety protocols and procedures established 
by the school or district.  See page 8.

 Any school staff member who is designated to be an incident 
commander should be trained in accordance with protocols of the  
National Incident Management System (NIMS). Those designated 
should be empowered to make decisions during an emergency 
situation. Districts are encouraged to utilize a model of distributive  
leadership that allows for a broad spectrum of school staff to 
serve in this role.  See page 16.

 Emergency preparedness training for school bus drivers should 
be included as a requirement of any school transportation  
contract agreement.  See page 17.

 Communications devices and systems (hardware and software) 
should be acquired and regularly evaluated within each school 
building to ensure teachers and school administrators can easily 
communicate with police and first responders during an incident.  
There should be a focus on the interoperability between a 
school’s communication system and the police and first  
responders’ communication system.

 An assessment of classroom doors should be conducted  
regularly. All classroom doors in a school should open out (as 
opposed to open in to a classroom) and have the ability to be 
locked from inside the classroom, without the use of a key. This 
will enable the adult in charge to lock a door without leaving 
the classroom.  The installation of doors and locks should be 
in accordance with all relevant local and state fire codes.  See 
page 13.

 Carbon monoxide detectors, where otherwise not required by 
law, should be installed in all schools to ensure safe and healthy 
learning environments for all students.10

11

12

13

14

15

16



Building-level

u	A school crisis response team should be established,  
comprised of the school principal, assistant principal, 
teachers, school resource officer, nurse, school behavioral 
health professional, and maintenance staff. At the principal’s 
discretion a student should be added to the team if appropriate  
(perhaps a student government leader). The team should 
have regular contact with local police, fire and emergency 
medical officers, the local emergency management director  
and the district central office. The team should meet  
regularly to assess and enhance school safety policies and 
protocols based on current best practices.  All team members  
should be familiar with the Incident Command System (ICS). 
See page 6.

v Only one main entrance should be utilized for all members  
of the public who enter the building throughout the day  
and all entry points should be locked at all times of day.  
Additionally, a screening process should be developed for 
all visitors who enter a building.  All non-employee visitors  
should be escorted to and from their destination in the school.  
Plans should be in place for events with large numbers  
of visitors such as election days or public performances.  
These protocols should be consistently enforced for all who 
enter school buildings at all times. See page 13.

w An incident commander, along with designated alternates, 
should be identified and trained in accordance with the  
protocols of the National Incident Management System 
(NIMS). See recommendation number 12 under district-
level recommendations. The incident commander should be 
charged with managing a schools response to an incident. 
The incident commander will be prepared to effectively and 
immediately integrate school actions with first responders.  
See page 16.

x Every classroom and office in a school should have an easily 
accessible, well-equipped “go-kit.”  The kit should include 
such items as a flip chart of all the school’s emergency  
procedures and contact information, map of the building, 
medical supplies, and attendance/missing person log. See 
page 17.

y All school safety procedures and protocols should be  
developed with the safety of all students in mind.  
Developmentally appropriate plans should be in place  
recognizing younger children process information much 
differently than adolescents. School safety plans should 
also be developed with accommodations for English  
language learners and all students with disabilities.        
See page 7.

z Schools should ensure students with an Individualized  
Education Plan (IEP) have an individual safety plan with any 
necessary accommodations, aligned with the School Safety 
Plan that is developed for the safety of all students.  These 
procedures should be discussed during the regular IEP 
meetings with parents and educators. See page 7.

Careful planning is the best way to ensure  

schools are safe places to learn.
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